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SUMMARY OF RECOMMENDATIONS 


The Subcommittee on Judiciary recommends that the 45th Montana 
Legislature enact: 


rae) 


(2) 


the Montana Privacy Act; to implement Article II, 
section 10 of the Montana Constitution; which out- 
lines and defines the right of privacy to include: 


(a) privacy of the home and other private places; 
(b) privacy of communications; | 

(c) privacy of the mind; and 

(d) privacy of the marriage and family; 


a bill to further implement Article II, section 10, 
of the Montana Constitution dealing with privacy; 
establishing safeguards for operation of computer- 
accessible automated personal data system; limiting 
the use of social security numbers or any other 
standard and universal eA Sah and providing 
penalties for violation. 
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INTRODUCTION 


Following the 1975 Legislature, the Committee on Priorities 
charged the Subcommittee on Judiciary to develop legislation 
implementing Article II, section 10, Right of Privacy, of the 
Montana Constitution. The Subcommittee was directed to include 
review of the federal privacy act, various state acts relating 
to privacy, Senate Bill No. 389 and Senate Bill No. 400 of the 
44th Legislature in its study. 


The Subcommittee on Judiciary composed of members of the House 
and Senate standing committees on Judiciary chose to develop 

a privacy act based upon recent information and research uSing 
Senate Bill No. 389 and Senate Bill No. 400 as starting points 
from which a "clean bill" could be prepared for recommendation 
to the 45th Legislature. 


The Subcommittee conducted a series of three public hearings 

on the "right of privacy" and the proposed draft legislation 

in May, September, and November of 1976. A wide variety of 
sources provided both written and oral testimony. Representa- 
tives from several business and professional organizations, news 
media and communications associations, information services, law 
enforcement, the American Civil Liberties Union, and interested 
persons involved with aspects of the "right of privacy" were 
included in those providing testimony. 


Early in 1974, the Montana Board of Crime Control established 

a task force on privacy and security. Upon estabishment of 

the Council on Criminal Justice Standards and Goals, the 
Information Systems Task Force was charged with the responsibil- 
ity of reviewing and drafting standards and goals for the Crim- 
inal Justice Information Systems in Montana. In May of 1975 

the task force was divided into two groups with the Criminal 
Justice Information Systems Advisory Committee of the Board 

of Crime Control charged with the responsibility of drafting 
privacy and security legislation in the area of arrest records 
and criminal justice information systems. Consequently, the 
Subcommittee on Judiciary excluded all privacy concerns relat- 
ing to the criminal justice information system from their 

study and the development of related legislation. Instead 

the committee left consideration of recommendations concerning 
privacy concerning the criminals justice information system to 
the Criminal Justice Information System Advisory Committee. 

The Advisory Committee has developed draft legislation that will 
be presented to the 45th Legislature. 


The draft legislation developed by the Subcommittee on Judi- 
Ciary is an attempt to codify existing common law concerning the 
"right of privacy" and to incorporate many of the provisions 
of federal privacy legislation to apply to state government. 
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The legislation generally outlines what the "right of pri- 
vacy" includes in the following general areas: 


(1) privacy of the home and other private places; 
(2) privacy of communications; 

(3) ¢-pravacy (of, the;imind;.-and 

(4) privacy of the marriage and family. 


This study and the legislation recommended by the Subcommittee 
on Judiciary places major emphasis on examining the various 
competing interests present in situations involving a claim to 
privacy. The subcommittee's recommendations attempt to narrow 
the gap between the protection afforded individual rights and 
unregulated technology's capacity to diminish those rights. 


This report only touches upon the issues posed by various 
efforts to deal with privacy problems in recent years, espe- 
cially those in Montana since the constitutional convention in 
1971-72. Extensive literature is now available on all the 
aspects relating to the "right of privacy." Additional privacy 
information is available to any legislator in the reference 
library of the Legislative Council. 
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PRIVACY IN MONTANA 


The considerable, and growing privacy concern in Montana is 
itself indicated by the constitutional status that the 1972 
MOntana CONsticutlon a@Lroras to. the “right Of privacy.” The 
adoption of two sections relating to privacy in the 1972 
Montana Constitution emphasized the need for guarding against 
unwarranted encroachments upon individual privacy. Article 
ly SeCtlon Yye Riga tO .ANOW,, States: 


"No person shall be deprived of the right to 
examine documents or to observe the deliberations 
of all public bodies or agencies of state govern- 
ment and its subdivisions, except in cases in which 
the demand of individual privacy clearly exceeds 
the merits of public disclosure." 


Article II, section 10, Right of Privacy, states: 


"The right of individual privacy is essential to 
the well-being of a free society and shall not 
be infringed without the showing of a compelling 
state interest." 


The Committee Report of the Bill of Rights Committee in the 
Constitutional Convention states in part: 


"The Committee believes the Constitution should 
specify that the only circumstance in which the 
right of privacy may be infringed is following 
the showing of a compelling state interest. This 
is in response to the increasing concern expressed 
nationwide that the fear of individual privacy is 
in danger of eclipse in an advanced technological 
society. The point of their provision is not to 
prohibit all invasions of privacy, but to require 
that no invasion of privacy should occur until 
and unless a compelling state interest has been 
established." 


To date in Montana, there have been no significant Supreme 
Court decisions interpreting the privacy provisions of either 
Brticie hy SseCuLlon 0 Or Atlticie. LL, Section 10. 


Some argue that the Constitutional Convention contemplated 
legislation implementing the constitutional provision of the 
right of privacy. The Committee Report of the Bill of Rights 
Committee states: 


"The committee proposed a broad provision in this 

area to permit flexibility to the courts in resolving 

the tensions between public interest and privacy. 

It is hoped that the Legislature will have occasion to 
provide additional protection for the right of privacy 
in explicit areas where safeguards are required." 
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In 1973, the Legislature adopted a section in the new Criminal 
Code on "privacy in communications" (94-8-114) which was 
largely a recodification of the old law on obscene phone calls, 
tampering with telegraph and telephone lines, and the unauthor- 
ized reading of sealed letters. It inciudes a prohibition 
against disturbing, by repeated telephone calls, the right of 

a person's privacy and the recording of any conversation with- 
out consent-of all parties to the conversation unless the 
recording is done by public officials, at public meetings, or 
with proper warning. 


A statute prohibiting the use of lie detector tests as a condi- 
tion for employment or continuation of employment was enacted 
in the 1974 session of the Legislature (section 41-119); how- 
ever, this provision was limited to mechanical lie detector 
tests or polygraph tests and specifically did not apply to 
public law enforcement agencies. 


In 1975, the legislature enacted a fair credit reporting act, 
sections 18-501 through 18-521, to require that consumer re- 
porting agencies adopt reasonable procedures for meeting the 
needs of commerce for consumer credit, personnel, inSurance, 
and other information in a manner that is fair and equitable 
to the consumer with regard to confidentiality, accuracy, 
relevancy, and proper utilization of such information. This 
act was to regulate consumer reporting agencies operating in 
Montana to guard an individual's right to privacy guaranteed 
ite le i, Section. l0, Of the, Constitution. 


Comprehensive legislation to implement "the right of privacy" 
provisions of the constitution was introduced in 1974 as House 
Bill No. 1024. This bill entitled "The Montana Privacy Act" 
was a measure that divided the subject of privacy into four 
categories: (1) privacy of the home and other private places; 
(2) prevacy OL communicactons, (3) ~*privacy oO£f°the* mind; and 
(4) privacy of the marriage and family. The bill passed the 
House of Representatives but died in the Senate Judiciary 
Committee in the final days of the session. The bill was 
reintroduced as Senate Bill No. 400 in the 1975 session, with 
Senate Bill No. 389 which separated the portion of House Bill 
No. 1024 that related to automated personal data systems. 

Both bills were killed on the floor of the Senate in 1975. 


This study and the proposed legislation drafted by the Sub- 
committee on Judiciary is an outgrowth of research, revision, 
and clarification of the ideas contained orginally in House 
Bill No. 1024 and later Senate Bill No. 400 and Senate Bill No. 
389. The recommended bills contain substantial amendments 
made at the request of law enforcement, media representatives 
and retail merchants. 
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THE MONTANA PRIVACY ACT 


The first recommended bill is entitled the "Montana Privacy 
RGSS VeLtSprovideseroreclarification’ andy definition: ofe tour 
categories of privacy. 


(1) PRIVACY OF THE HOME AND OTHER PRIVATE PLACES. 


Entry by a person into the home of another is made unlawful 
unless the entry is made under one of several exceptions 

such as consent, entry under the authority of a valid search 
warrant, entry by a landlord at reasonable times, or entry in 
the case of emergencies. 


(2) PRIVACY OF COMMUNICATIONS. 


This section outlines and prohibits interception of communi- 
cations in progress such as wiretapping, eavesdropping, 
intercepting the mails, and mail covers as well as barring 

the disclosure of certain privileged communications after 

the communications have taken place such as the doctor-patient 
privilege, attorney-client privilege, priest-penitent privilege, 
counselor-counselee privilege, husband and wife privilege, 

and a privilege for communications among parents and children. 


(3) PRIVACY OF THE MIND AND PERSONALITY. 


The provisions relating to privacy of the mind and personality 
protect a person's thoughts, sentiments, emotions, sensations, 
religious beliefs, philosophical beliefs and political beliefs 
from improper disclosure or publication. This section bans 
loyalty oaths (except oaths using the language of the Constitu- 
tion), disclosure of organizational affiliation, lie detector 
tests and questioning under the effect of sodium thiopental 

or other chemical substance, psychological personality inven- 
tory tests, and certain probing employment questions. Safe- 
guards against unreasonable surveillance, surveillance at a 
political meeting, and keeping records of persons attending a 
political meeting are outlined inthis section. 


(4) PRIVACY OF THE MARRIAGE AND FAMILY. 


The last category recognizes the right of a married couple to 
decide whether to procreate children, use birth control devices, 
and to do any other acts or make any other choice consistent 
with the marital relationship. The parents' full control 

Over religious training and guidance of their children is pro- 
tected. 
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COMPUTER SAFEGUARDS FOR PERSONAL DATA SYSTEMS 


The second bill recommended to the 45th Legislature contains 
safeguards for automated personal data systems developed by 
the Report of the Secretary's Advisory Committee on Automated 
Personal Data Systems, U.S. Department of Health, Education 
and Welfare (July, 1973). The five basic principles that 

the HEW report outlined as "Safeguard requirements" for 
automated personal data systems include: 


There must be no personal data record keeptng systems whose 
very extstence ts secret. 


There must be a way for-an tndtvidual to find out what tnforma- 
tion about him ts tn a record and how tt ts used. 


There must be a way for an tndtvidual to prevent tnformatton 
about him that was obtatned for one purpose from being used or 
made avatlable for other purposes wtthout hts consent. 


There must be a way for an tndtvtdual to correct or amend a 
record of tdenttfitable tnformatton about him. 


Any organtzatton creating, matntatning, using, or disseminating 
records of tdenttftable personal data must assure the reltabtil- 
tty of the data for thetr intended use and must take precau- 
trons to prevent misuse of. the data. 


These safeguards are contained in modified form in the bill 
recommended by the Subcommittee; however the safeguards that 
would be given legal affect apply primarily to governmental 
organizations in this state. The bill, also contains a pro- 
tection against abuse of the social security number. 


The proposed legislation is recommended by the Subcommittee on 
Judiciary as an effort to provide legal weapons and remedies 
for use in defense of personal privacy. 
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BILL 
THE MONTANA PRIVACY ACT 





APPENDIX B 


BILL 
FURTHER IMPLEMENT ARTICLE II, SECTION 10 







| amare 
vent ae ; OL MOTTIGR JER’ “80 on ° Boe amu rn, RANTS 


ae 
i f Z f : iis) on, ns ae a eo i , 
J m~,) : b, t . re s 9 ( r a 





45th Legislature s LC 0515/01 


10 
11 
12 
13 
14 
15 
16 
17 
18 
19 
20 
21 
22 
23 
24 


25 


BILL NOe 


ee es re ee ee ee (Ee Se ee coe 


INTRODUCED BY 





ee ne ca ee rae acinar Stee eee TE cS Ge ae Cee eee ee re ee 


A BILL FOR AN ACT ENTITLED “THE MONTANA PRIVACY ACT; TO 
IMPLEMENT ARTICLE IIs SECTION 10,5 OF THE CONSTITUTION; 
AMENDING SECTION 94-8-1149 ReCeMe 19475 £xAND REPEALING 


SECTIONS 41-119 AND 41-1209 ReCeMe 19472" 


BE IT ENACTED BY THE LEGISLATURE OF THE STATE OF MONTANA: 

Section le Short titlee This may be cited as "The 
Montana Privacy Act". 

Section 2e What right of privacy includese The "right 
of privacy" set forth in section 10 of Article II of the 
Montana constitution includes: 

(1) privacy of the home and other private places; 

(2) privacy of communications; 

(3) privacy of the mind; and 

(4) privacy of the marriage and familye 

Section 3e Privacy of the home and other private 
places —- definitionse (1) As used in this section the 
following definitions apply: 

(a) “Home or other private places” means a person'*’s 
dwelling or any other place or area where one may reasonably 
expect to be safe or protected from casual or hostile 


intrusion or surveillancee The term includes but is not 
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limited to a person*s residence or other enclosed habitat or 
@ garages barns or other outbuilding connected with a 
residence; a motels hotels or room; an automobile or other 
enclosed vehicle or boat; an offices warehouses or ener 
commercial buitding or area ina building into which the 
public is not invited; a compartment in a public toilet or 
bath houses a locker or desk drawer or any other similar 
enclosuree The term does not include a place to which the 
public or a substantial part thereof has access or any such 
place or area not under the lawful control or possession of 
the person asserting the right of privacye 

(b) “Enter™ means to physically enter or in any other 
manner to accomplish a sufficient entry by the use of any 
device or otherwise so that the contentss soundss eventsye 
seeivitees or persons therein which a person has a 
reasonable expectation of keeping private can be observeds 
photographeds recordeds heards or otherwise uncoverede It 
shall also mean the trespass on property for the purpose of 
gaining or attempting to gain such entrye 

{2) Except as provided in subsection (3) of this 
sections it is unlawful for any persons including any agent 
or employee of any governmental units to enter a home or 
other private place for any purposee Each entry by each 


person constitutes a separate offensee 


(3) Subsection (2) does not apply to any trespass or 
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entry obtained by: 

(a) any person after consent is freely given by a 
proper persons either express or impliedsy excepts when entry 
is by agents or employees of a governmental units consent 
may not be implied untess the person giving the consent is 
awore that consent may be withhelde The exception for 
agents or employees of a governmental unit does not apply to 
undercover agents or nonuniformed employees of a public law 
enforcement agencye 

(b) agents and employees of the United States acting 
under tawful federal authority; 

({c) agents or employees of the state or of local 
governmental units acting under the authority of a valid or 
apparently valid search warrants writ of attachments writ of 
executions or other writ or order lawfully obtained under 
proper legal process or making a lawful search incident to a 
lawful arrest; 

(d) 2a landlord or other person having a claim to such 
a place to the extent necessary for the rightful exercise of 
protection of such claime For this purposes a landlord or 
other lawful claimant to leased premises has the right of 
inspection only at reasonable times and only as often as may 
be reasonably necessary to protect the property over which 
he exercises such claime 


(e) any person whose sole purpose is to render 
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assistance whenever there are reasonable grounds to believe 
the premises are in danger of fire or other calamity; 

(f) any person in case of an emergency whenever’ there 
are reasonable grounds to believe the occupant needs 
immediate assistance to avoid bodily. injury or further 
physical tliness or injury; 

(9g) any employee or . agent of a business regulated 
under the provisions of Title 709 ReCeMe 19473 when acting 
in compliance with any rule or order authorized by the 
public service commission pursuant to the provisions of 
Title 709 ReCeoMe 19473 

{h) any person acting under the authority and within 
the scope of a right of lawful inspection granted by lawe 

{i) any bona fide newsman in the immediate 
accompaniment of law enforcement officers obtaining entry 
under a valid or apparently valid search warrant or in the 
immediate accompaniment of law enforcement officers lawfully 
gaining entrance when there is evidence that a crime has 
been committede 

Section 4e Privacy of communications -- definitionse 
(1) For the purposes of this section the _ following 
definitions apply: 

(a) “"Contents"s when used with respect to any wire car 
oral communications includes any information concerning the 


identity of the parties to such communication or the 
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existences substancey purports or meaning of that 
communicatione 

(b) “Electronics mechanicals or other device™ means 
any device or apparatus which can be used to intercept a 
wire or oral communication other than: 

{i) a telephone or telegraph instruments equipments or 
facility or any component’ thereof furnished to the 
subscriber or user for ordinary telephone or telegraph use 
or used by 2 communications common carrier in the ordinary 
course of its business; or 

(ii) a hearing aid or ' similar device being used to 
correct subnormal hearing to not better than normale 

(c) “Intercept” means the acquisition of the contents 
of any wire or oral or written communication while such 
communication is being conducted or before it reaches’ the 
intended receiver or receivers through the use of any 
electronics mechanicals or other devices by opening a sealed 
letters or otherwisee 

(d) “Mail covers” means the information received by 
copying or retaining some or all of the information 
contained on the outside of a sealed envelope containing a 
written communicatione 

(e) “Oral communication™ means any oral communication 
uttered by a person with = an expectation that such 


communication is not subject to interceptions under 
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circumstances justifying such expectationse 

(f) “Person™ means any employee or agent of the state 
of Montana or any political subdivision thereof and any 
individual ¢ partnerships associations jometnacore company» 
trusty or corporatione 

(g) “Wire communication" means any communication made 
in whole or in part by aid of wires cables or other 
connection furnished or operated by any person engaged as a 
common carrier or public utility in providing or operating 
such facilities for the transmission of communicatione 

(h) "Written communication" means any tetter or other 


written message prepared for delivery through the United 


States mail or .for delivery by any other means with the 
expectation that such communication is not subject to 
interception, under circumstances justifying such 
expectationse 

(2) Except as provided in subsection (4) of this 
sections it is unlawful for any person not a party to the 
communication to purposefully intercepts to attempt to 
intercepts or procure any other person to intercept or 
attempt to intercept any wire or oral or written 
communication without the consent of both the sender and the 
receiver of the communication ors if more than two partiesys 
without the consent of all parties to the communicatione 


(3) Except as provided in subsection (4) of this 
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sections it is unlawful for any person to purposefully 
disclose or use or attempt to disclose or use the contents 
of any wire or oral or written communication knowing or 
having reason to know that such information was obtained in 
violation of subsection (2) of this section. 

(4) The provisions of subsections (2) and (3) do not 
apply to: 

(a) agents and employees of the United States acting 
under lawful federal authority; 

(b) an operator of a switchboard or an officers 
employees or agent of any communication common carrier whose 
facilities are used in the transmission of a wire 
communication with respect to the interceptions disclosures 
or use of that communication in the normal course of his 
employment while engaged in any activity which is a 
necessary incident to the rendition of his service or to the 
protection of the rights or property of the carrier of such 
communication; provideds that communication common Carriers 
may not utilize service observing or random monitoring 
except for mechanical or service quality control checks; 
provideds furthers that the line of any subscriber of a 
telephone company may not be monitored by a telephone 
company for the purpose of service observing or random 
monitorings except phone communication to or from the 


telephone companys if the subscriber so requests in writing 
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to the telephone’ companye Any subscriber may seek an 
injunction in the district court to prevent such service 
observing or random monitoringe Nothing in this subsection 
prohibits any officer or employee of a communications common 
carriers in the testings maintenances and repair of its 
equipments from monitoring any line for the purpose of 


determining the existence of telephone communications on the 


tine or determining whether the Tine is properly 
functioninge The public service commission shall require 
that each telephone company operating in this states 


including nonregqulated cooperativessy file annually with it a 
complete report of all service-observing activitys if anyy 
carried on by such telephone companys including any rules 
adopted by such company for such purposee The report may 
includes for the purpose of service-quality control of phone 
communications to or from telephone companies onlys a 
summary estimate of the total number of observationse The 
report shall be made available to the public; 

({c) an employer or a properly authorized agent of an 
employer monitoring a telephone conversation of an employee 
relating to his employment provided the employee has_ been 
informed of the possibility of such monitoring; 

(d) properly authorized persons connected with the 
function of billing or allocation of charges made for such 


servicesys with regard to the existence of wire 
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communications only; 

(e) persons investigating the use of telephone or 
telegraph equipment in the commission of a Crimes upon 
consent of at least one party to the conversation; 

{f) telephone calls received by - tlaw enforcement 
officerss police stationsy and fire stationss provided 
affirmative efforts are made to inform the pubtic by 
publications posterse or otherwise that such calls are 
recorded; 

(g) a person properly authorized by the receiver of 
written communications to open and receive such 


communications on the receiver’s behalf; 

(h) law enforcement officers or agents in connection 
with the use of undercover agents or employees? provided at 
least one party to the conversation has consentede 

(5) It is unlawful for any person to obtain mail 
coverss except upon a casual basis for the purpose of 
obtaining an address of the sender or receivers except when 
the covers are received from federal authorities who 
properly obtained the covers pursuant to federal lawe 

(6) Except for use by public law enforcement officers 
and agents in the performance of their official duties and 
in conformance with this acts it is unlawful to purposefully 
manufactures assembles possesss sells or advertise for sale 


any electronics mechanicalsy: or other devices knowing or 
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having reason to know that the design of such device renders 
it primarily useful for the purpose of the surreptitious 
interception of wire or oral communicationse 

(7) Without the consent of the person seeking 
professional advices it is unlawful for any person to 
purposefully disclose or use the contents of any wire or 
oral or written communtcations whether or not such 


communication has been intercepted in violation of 


subsection (2) of this sections if the communication was a 


part of a bona fide privileged relationship between a 
medical doctor and his patients an attorney and his clienty 
2 minister or clergyman and his penitent or counselees an 
accountant and his clients a school counselor and his 
counselees a teacher and his students a psychologist and his 
clients or a management consultant and his clientes when the 
communication was given with the reasonable expectation that 
such communication will remain confidentiale Nothing 
contained in this subsection prohibits the disclosure of 
such contents by the professional person: 

(a) to advance the cause of the client or other person 
seeking advice for which the advice was sought; 

(b) to his colleagues or other professional persons to 
provide better and more complete advice or assistance; 

(c) to his employees when necessary for the efficient 


operation of his of fice; 
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(d) to properly administer a public medical assistance 
program, to the extent necessary for such administration; 

(e) to collect a fee from the cliente to the extent 
necessary to establish his right to such fee; 

{f) wito prevent the commission of a felony; or 

(gq) to defend a claim or complaint filed by the client 
against a professional persone 

(8) It is unlawful to compel disclosures by forces 
penaltys or imprisonment or threat of forces penaltys or 
imprisonmente of the contents of any wire or oral or written 
communication between a husband and wife or between either 
of them and their unemancipated children that took place 
while a bona fide and lawful family relationship existed 
under a reasonable expectation that such communication would 
remain private and confidentiale For the purpose of this 
section the dissolution of a marriage does not affect the 
bona fide and lawful family relationship between either 
parent and his unemancipated childrene This section does not 
preclude compelling testimony properly retevant to _ the 
issues in any court proceeding involving 2a complaint by one 
member of the family and participant in the communication 
against another family member and participants including a 
Criminal complaint made on behalf: of one or more such 
members and participantse Furthers this section does not 


preclude out-of-court interviews relating to such complaints 
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conducted by law enforcement officials upon consent of the 
person interviewede 

Section 5e Privacy of the mind and personalitye (1) 
The legislature finds that each person has ae right to a 
protective zone or a private enclave protecting his minds 
his personalitys and his inner life which justifies a 
reasonable expectation that certain private facts and 
information about himself will not be improperly disclosed 
or publicizede A person*s thoughtss sentimentss emotionss 
sensationss religious bDeliefss philosophical beliefss and 
political beliefs clearly fall into this protective zonee In 
additions certain other facts» either singly for in 
accumulations are sufficiently private to justify a person 
in expecting that they will not be disclosed without his 
consente In this connections the more embarrassing the fact 
or facts and the more likely they will expose a person to 
infamy and disgraces the closer they are to the core of the 
protective zone or private enclave referred to abovee 

(2) For the purpose of this sectione the following 
definitions apply: 

(a) “Organization” means any profit or nonprofit 
cor porationg partnerships proprietorshipes or other 
organizations including the state of Montanas its 
departments and local subdivisions and their boardss 


agenciesSs commissionss and bureauSe 
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(bd) "Penalty" means any fines loss of rightss loss. of 
privilegess or loss of employmente 

(c) "Political meeting" means any meeting at which 
candidates for political office are chosen or a principal 
purpose of which is to permit candidates in a primary 
election or in a general election to address the public. or 
answer questions from the publice 

(d) "Private thoughts» sentimentss emotionse 
sensationssy religious beliefsy philosophical ‘beliefs: or 
political beliefs" are thoughtss sentimentSs emotionss 
sensationse religious beliefsy philosophical beliefs» or 
political beliefs that the holder has ae reasonable 
expectation will not be disclosede 

(e) “Surveillance"™ means the continuous) surreptitious 
observation of any particular individual or group of 
individuals or members of a single organization without 
their knowledge and consente It includes the maintenance by 
any governmental units agencys employees or agent thereof of 
any file of information about a person or group of personsys 
gathered primarily and substantially without the person*s or 
group*’s participation or knowledges the gathering and 
maintenance of which information is not otherwise authorized 
by lawe Each entry of information in any such file is 
considered to be one “act of surveillance” as that term is 


used in this sectione 
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(f) “Private organization charged with dispensing a 
governmental benefit" means an organization that dispenses a 
thing of value to the public or some segment thereof under 
contract or agreement with a governmental unit or agency 
thereofe For this purposes obtaining a license or 
certificate of authority is not considered such a contract 
or agreemente 

C3)* Tt is unlawful for any person to compel 
disclosures by forces penaltys or imprisonment or threat of 
forces penalty» or imprisonments from an individual of his 
private thoughts» sentimentss emotionss sensationss 


religious beliefs» philosophical beliefs» or political 


beliefss except in proper legal proceedings where such 
individual thas himself made such items the subject of 
litigation or the issue has been properly raised by virtue 
of the nature of the proceedingse 

(4) It is unlawful for any governmental unit or agency 
thereof or any private organization charged with dispensing 
a governmental benefit to require from any individuals as a 
condition for the receipt of any position or employment or 
the enjoyment of any right or other benefits an oaths 
affirmations or test that probes into such individual'’s 
religiouss political, or philosophical beliefse A simple 
oath or affirmation in the language of Article III» section 


39 of the Montana constitution does not violate this 
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provisione 

(5) It is unlawful for any governmental unit or agency 
thereof or any private organization charged with dispensing 
a governmental benefit to require without express 
legislative authorization: 

(a) a disclosure of religiousse philosophically or 
political beltefs from any individual as a condition for the 
receipt of a benefit or the enjoyment of aéeright of his 
membership in or affiliation with or attendance at meetings 
of any associations groups or other organizations the 
disclosure of which may reasonably amount to a disclosure in 
part and agsinst his will; or 

(b) a disclosure from any associations groupy oF 
organization of the names and addresses of any one or more 
of its memberss provided privacy is necessary for the 
undertaking and continuation of the lawful activities of the 
associations groups or organizatione The determination of 
whether or not such an individual or association is entitled 
to claim privacy under this subsection shall be made by a 
judge or a district court in camera in ae proper. tegal 
proceedinge 

(6) It its unlawful: 

(a) for any person or governmental unit or agency 
thereof to require as a condition of employment or continued 


employment that an applicant or employee submit to a 
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polygraphic detection deception testy commonly known as a 
lie detector tests or to questioning under the effect of 
sodium thiopental or to any other test or questioning by 
means of any mechanical device or chemical substancee It is 
not untlawfule howeversy for qualified operators to use 
polygraphic detection deception tests and their results’ for 
law enforcement investigation or personnel recruitment for 
law enforcement upon the consent of any person taking sucha 
teste 

(b) for any person or governmental unit or agency 
thereof to discharge any employee solely. because of an 
opinion or alleged opinion that the employee did not tell 
the truth during a polygraph detection deception test or 
questioning under -the effect of sodium thiopental oor any 
other test or questioning Dy means of any mechanical device 
or chemical substances except where a valid and voluntary 
stipulation has been executed by the employer and the 
employee prior to such examination; 

(c) for any court in the course of any civil trial» 
criminal trials or pretrial proceeding to require that 
either the plaintiff or the defendant submit to a 
polygraphic detection deception test or to questioning under 
the effect of sodium’ thiopental or to any other test or 
questioning by means of any mechanical ‘device or chemical 


substance; or 
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(cd) for any examiner or operator of any polygraph or 
other mechanical devic2 or a eperson who administers a 
chemical substance or an assistant or any other person made 
BIS to such information to disclose or use any information 
acquired during the conduct of. such test without the consent 
of the person examinede 

(7) Subsections (c) and (d) of subsection (6) of this 
section do not prohibit any test and the disclosure of 
information from any _— performed pursuant to 32-2142el 
through 32-2142¢36 

(8) It ts unlawful for any governmental unit or agency 
thereof or any private organization charged with dispensing 
a governmental benefit to require any individuals as a 
condition for employment or the enjoyment of any right or 
other benefits to take a psychological personality inventory 
test such as | the Minnesota multiphasic personality 
inventoryes the Minnesota counseling inventorys or the 
Edwards personal preference schedules unless such tests are 
used only for statistical purposes and the results are not 
individually identifiablee The units agency? or 
organization must first have published regulations pursuant 
to the Montana Administrative Procedure Act Ors if 
inapplicables in a manner similar theretos setting forth the 
compelling interest that ‘outweighs this intrusion on an 


individual’s privacye 
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(9) Except as set forth in subsection (10) of this 
sections it is unlawful for any officer of any executive 
department or executive agency of the state of Montana or of 
any local subdiviston or agency thereof or any person acting 
or purporting to act under such officer*s authority to 
require or request or to attempt to require or request any 
employee of the department or agency or any person applying 
for such employment to: 

(a) answer any questions designed to elicit from him 
information concerning: 

(i) his races religions or national origin or _ the 
races religions or national origin of any of his forebears; 

(ii) his personal relationship with any person 
connected with him by blood or marriages except when 
necessary to disclose nepotism as defined by law; 

(iii) his religious beliefs or practices; 

(iv) his attitude or conduct with respect to sexual 
matters; 

(v) his propertys incomey or other assets; source of 
income or liabilities; or his personal — or domestic 
expenditures or those of any member of his household; or 

(b) make a report concerning any of his activities or 
undertakings unless such activities or undertakings are 
related to the performance of his job or to the development 


of additional qualifications for his job or unless there is 
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reason to believe that he is engaged in outside activities 
or employment in conflict with his official dutiese 

(10) Nothing contained in subsection (9) prohibits: 

(a) inquiry concerning the citizenship or race of any 
employee or person if his citizenship or race is a statutory 
condition of his obtaining or retaining employment; 

{b) a physician from eliciting such information or 
authorizing such tests in the diagnosis or treatment of any 
such employee or persons on an individual case basis onlys 
when such physician considers such information necessary to 
enable him to determine whether or not such individual is 
suffering from mental illness; 

(c) an officer of such department or agency from 
advising any such employee of a specific charge of sexual 
misconduct made against that employee and affording him an 
opportunity to refute the charge; 

{d) an employee of a taxing authority from obtaining 
the necessary information to carry out the functions of his 
job; | 

(e) an employer’ or other organization administering a 
pension plan or other plan for the benefit of the employee 
or his family from obtaining information necessary to carry 
out the purpose of the plan; 

(f) an employer obtaining information necessary to 


comply with the requirements of federal laws; or 
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(g) with regard to the items contained in (9)(a)(v) 
onlye the requirement of a full disclosure of assets and 
income by an elected official or the requirement of a full 
disclosure of any matter which might tend to indicate a 
conflict of interest in respect to the performance of any of 
his duties by any employee or applicante 

(11) It is unlawful for any person to authorize or 
engage in the unreasonable surveillance of any individuals 
group of individualss or members of any organizatione 
Officers and agents of public law enforcement agencies may 
engage in surveillance’ provided that it does not continue 
beyond 24 hours without a written statement to the chief or 
director of the agency explaining the need for _ such 
surveillancee 

(12) It shall be unlawful for any officers employees 
or agent of the state of Montanay any of the _ local 
subdivisionss or any agencies thereof to attend a _ political 
meeting for the purpose of observing or conducting 
surveillance of an individuals group of individuals»: or 
organization suspected of committing or about to commit a 
criminal offense unless there is probable cause to believe 
that the offense in question is likely to be committed at 
the meeting or in the immediate vicinity of the meeting 
during the time at which the meeting is being held; provided 


that nothing contained in this subsection prohibits the 
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nonsurreptitious attendance at any meeting of any peace 
officer or other person whose attendance at that meeting is 
for the purpose of protectinds as authorized by Ilaws the 
security of any person lawfully attending the meeting or 
participating in the meetinge 

(13) It is unlawful for any law enforcement 
organization to keep any records concerning political 
matters with regard to any individual suspect present at any 
political meetinge 

Section 64 Marital or familial privacye CEPe it is 
unlawful for any governmental unit or agency thereof to take 
any action which interferes with the right of a married 
couple: 

(a) to decide for themselves whether to procreate 
children; 

{b) to use birth control devices and techniques 
consistent with reasonable medical safeguards; or 

(c) to do any other act or make any other’ choice 
consistent with the marital relationship that does not cause 
harm to each other or otherse 

(2) Nothing contained in this section prevents the 
state of Montana from proscribing abortion to the extent 
permitted under the constitution of the United States or 
prohibits a person from publishing and distributing leaflets 


or other material relating to the above matterse 
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(3) It is unlawful for any person to interfere by 
forces penaltys or imprisonment or threat of forces penaltys 
or imprisonment with the free choice of any individual to 
refuse or accept sterilizatione This subsection does not 
apply to a medical doctor seeking compensation for his 
services or acting in a reasonable manner to. protect the 
health of his patiente 

(4) It ts unlawful for any governmental unit or agency 
thereof to interfere with the religious training and 
guidance of an unemancipated child when such religious 
training and guidance is desired by both parents» without 


the existence of compelling societal interest for such 


interferences 

Section Te Inadmissible evidencee Except as otherwise 
specifically provided by statutes no evidence obtained as a 
result of any act or omission made unlawful under this act 
shall be received in evidence in any triale hearings or 
other proceeding in or before any courts grand jurys 
departments officers agencys regulatory bodys or legislative 
committee without the informed consent of the person. or 
persons whose privacy has been invadede 

Section 8e Penaltiese (1) Except as otherwise 
specifically provided by statutes any purposeful act or 
omission made unlawful under sections 3 or 4 of this act is 


punishable by fine of not more than $17000 or imprisonment 
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of not more than 1 years or boths providedy howevers that no 
such act or omission is punishable unless it is first 
established that the accused person knew such act or 
omission was unlawfule Proof of such knowledge must be 
established as an independent fact and cannot be inferred or 
presumede 

(2) Any act or omission made unlawful under sections 5 
or &6 of this act is punishable by a fine of not more than 
$500 or imprisonment of not more than 6 monthsys or dDothe 
provideds howevers that no such act or omission is 
punishable unless it ts first established that the accused 
person knew such act or omission was unlawfule Proof of such 
knowledge must be established as an independent fact = and 
cannot be inferred or presumede 

(3) <Any electronics mechanicalsy or other device 
manufactureds assembleds possesseds solds or advertised in 
violation of section 4(6) of this act may be seized and 
forfeited to the state of Montanae Upon proper court order 
obtained from a district court of proper jurisdictions such 
property shall be destroyede 

Section 9e Civil actione (1) A person whose _ privacy 
has been invaded because of an untawful act or omission in 
violation of any of the provisions of this act may file a 
civil suit in a #$district court of proper jurisdiction 


against any person who has’ committed the violations 
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including any governmental unit or agency thereofs and upon 
proper proof is entitled to: 

(a) an injunction or other appropriate order enjoining 
or restraining any violation of this act or requiring 
compliance herewith; 

{b) an appropriate order requiring the offending 
person to delete from his file or files any information 
gathered in violation of this acts; 

(c) actual damages» but not Jess than liquidated 
damagese computed at the rate of $100 for each violation for 
each offendere Each day of a continuing interception of a 
wire or oral ‘communication and each day of a continuing 
surverllance in violation of this act is considered a 
separate violatione If an action is brought against both an 
Organization and its employees or agentse the injured party 
is not entitled to double recoverye If other statutes 
provide specifically and exclusively for a different measure 
of damages or remedys this subsection does not applye This 
provision does not apply to any act or omission which would 
not be unlawful if consent were given by a proper person 
provided the accused person acts under a reasonably formeds 
although mistakens impression that such consent was givene 
This exception does not apply to an agent or employee of a 
governmental unit acting in the course of his employmente 


(d) punitive or exemplary damages as set forth in 
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17-2089 as amended; 

(e) a reasonable attorney"s fee and other litigation 
costs reasonably incurrede 

(2) It is not a necessary prerequisite to an action 
pursuant to this section that the injured party has suffered 
or been threatened with actual damagese 

Section 10e Severabilitye If a part of this act is 
invalids all valid parts that are severable from the invalid 
part remain in effecte If a part of this act is invalid in 
one or more of its applicationss the part remains in effect 
in all valid applications that are severable from invalid 
applicationse 

Section lle Section 94-8-114s ReCeMe 19479 is amended 
to read as follows: 

"94—-8-114e Privacy in communicationse (1) <A person 
commits the offense of violating privacy in communications 
if he knowingly or purposely: 

(a) Commenteates communicates with any person by 
telephone with the intent to terrifys intimidateysy threatens 
harass» annoys or offendy or use over the telephone uses any 
obscenesy lewdy or profane language or suggest suggests any 
lewd or Jlascivious acty or threaten threatens to inflict 
injury or physical harm to the person or property of any 
persone; 


(b) UYses uses a telephone to attempt to extort money) 
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or any other thing of value from any persony or to disturb 
by repeated telephone calls the peaces quietg or right of 
privacy of any person at the place where the telephone call 
or calls were are receivede The use of obscenes lewd, or 
profane language or the making of a threat or tlewd or 
lascivious suggestions shatt—-be is prima facie evidence of 
an intent to terrifys intimidates threateny harasses annoys 
or offende 
te}—-—Reeords——er-—carses——to——be-recorded—by—use-of—any 
hedden—etectrente—or—mechanteat—devrece——whteh-—reproduces——a 
Ruman——eonver satton——wrtnoeut—the—knowtedge—of—att-—parttes-—to 
the-conversattons—Subsectton—te}—shatt——not-——appty——to-——-duty 
etected-—or-—appotnted-pubttc—of F+ctats—or—emptoyees-—when—such 
transertpttron——or-——recordtng——+s——done-tn-the-performance-of 
of ftetat—duty+t—nor—to-persons—speaktng—at—pubttre—meettngs—or 
persons—qtven-warntng—of-streh-recordtrnes 
td}—-—Attempts—by——means——of-—any——machtrney——-tnhstrumenty 
eontrtrvencey——or-—-tn-any-other-—manner y—-readsy—or—attempts—to 
read-—any—message—or-tearn—the-contents——thereotfy——whtte——the 
same——+s——betng——-sent——over-any-tetegraph-tiney—or-teerns—or 
attempts—to-tearn—the-—contents—of-—any——-messagey——whttst——the 
seame—ts—tn—any—tetegraph-offtece—or-ts—betng-recetved-thereat 
or—-sent—-therefromy——or—--who--uses--or-—attempts-to-usey—-or 
communteate—to-—othersy-any—tnformatton—so-obtatneds 


te}——-Btsetoses—the-—contents-—of—a-tetegqraphte—-message-or 
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any-part—ther eofy—addressed-to-another——person——wrthout——the 
permtsston——of-——such-persony-untess-drrected—to—do-so—-by-—the 
tawfut—order—of-—sa-courts 

t#}——-8pens—or-reads—or-—causes—to——be-——-read——any——seated 
tetter—not—addressed—to—himsetfy—without—perng-authortrzed—to 
do-—-so0-—by—etrther—the-wrtter—of-such-tetter—or-—by—tihe—-person 
to-whom-tt-ts—addressedy—and—every—person-whoy—-wrtheut——the 
trke——authorttyy——pubttshes——any——of-——the-—-contents——of-suen 
tetters-knowtag—the—-same—to-have—been-untawfutty—openeds 

(2) <A person convicted of the offense of violating the 
privacy in communications shall be fined not to exceed ftve 
hundred—-—dottars——-¢{$500} or be imprisoned in the county jail 
for a term not to exceed stx-t6} months or bothe" 

Section 1l2e Repealere Sections 41-119 and 41-1204 
ReCeMe 19479 are repealede 


-End- 
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INTRODUCED BY i tated das 
A BILL FOR AN ACT ENTITLED: “AN ACT TO FURTHER IMPLEMENT 
ARTICLE II, SECTION 10, OF THE NEW CONSTITUTION DEALING WITH 
PRIVACY; ESTABLISHING SAFEGUARDS FOR OPERATION OF 
COMPUTER-ACCESSIBLE AUTOMATED PERSONAL DATA SYSTEHS; 
LIMITING THE USE OP SOCIAL SECURITY NUMBERS OR OTHER 
STANDARD UNIVERSAL IDENTIFIER; AND PROVIDING PENALTIES FOR 


VIOLATION.* 


BE IT ENACTED BY THE LEGISLATURE OF THE STATE OF MONTANA: 

Section 1. Privacy of the mind and personality. (1) It 
is the finding of the legislature that every person has a 
right to a protective zone or a private enclave protecting 
his wind, his personality, and his inner life which 
justifies a reasonable expectation that certain private 
facts and information about himself will not be improperly 
disclosed or publicized. A person's thoughts, sentiments, 
emotions, sensations, religious beliefs, philosophical 
beliefs, and political beliefs clearly fall into this 
protective zone. In addition, certain other facts, either 
Singly or in accumulation, are sufficiently private to 
justify a person in expecting that they will not be 


disclosed without his consent. In this connection, the more 
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embarrassing the fact or facts and the more likely they will 
expose a person to infamy and disgrace, the closer they are 
to the core of the protective zone or private enclave 
referred to above. 

Section 2. Definitions. For the purpose of this act, 
the following definitions apply: 

{1) "Administrative purposes", when used in connection 
with automated personal data systems, means using such a 
system for the purpose of affecting the subject individuals 
directly as individuals, such as for saking determinations 
relating to their qualifications, character, rights, 
opportunities, or benefits. 

(2) “Automated personal data system" means a personal 
data system that is stored in computer—accessible files. 

(3) "Computer—accessible files" means data recorded on 
magnetic tape, magnetic disk, magnetic drum, punched card, 
or optically scannable paper or film or iho storage 
devices connected to a computer system and readily 
accessible. | 

(4) “"Governrental organization" means the state of 
Montana, its departments and its local subdivisions and 
their boards, agencies, commissions, and bureaus. 

(5) “Organization" means any profit or nonprofit. 
corporation, partnership, proprietorship, or other 


organization, including the state of Montana, its 
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departments and its local subdivisions and their boards, 
agencies, commissions, and bureaus. 

(6) “Personal data" means all data that: 

(a) describes anything about an individual, such as 
identifying characteristics, measurements, or test scores; 

(b) evidences things done by or to an individual, such 
as records of financial transactions, medical treatment, or 
other services; and 

(c) affords a clear basis for inferring personal 
characteristics or things done by or to an individual, such 
as the mere record of his presence in a place, attendance at 
a meeting, or admission to some type of service institution. 

(7) “Personal data system" means a_=collection of 
functionally related records kept by one or sore 
organizations containing personal data that can be 
associated with identifiable individuals, whether kept for 
administrative or statistical reporting or research 
purposes. 

(8) “Private facts and information" means any facts or 
inforgsation about a person that a reasonable person is 
justified in expecting will not be disclosed or used for 
some purpose without his consent. 

(9) "Standard universal identifier" means a 
systematically assigned label other than a name employed on 


a national scale that atterzpts to distinguish an individual 
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from all others, such label to be unique, permanent, 
ubiquitous, indispensable, brief, and reliable for all 
individuals and readily available for anyone who needs it. 

(10) "Statistical—reporting or research purposes", when 
used in connection with automated personal data systers, 
means using such a_ system for the purpose of statistical 
reporting or research only and not to affect any individual 
directly. 

Section 3. Safeguard requirements. It is unlawful for 
a person or organization to knowingly violate any of the 
following safeguard requirements for automated personal data 
systems: 

(1) Wo governsental organization in this state 
maintaining a record of individually identifiable personal 
data, not maintained as part of an automated personal data 
system, may transfer any such data to another organization 
without the prior informed consent of the individual to whor 
the data pertains if the organization transferring such data 
knows at the time of the transfer that such data will become 
part of an automated personal data system, unless the 
organization to which such data is transferred first 
provides written assurance that on or before the date of 
transfer safeguards will exist for the system at least 
equivalent to those specified in the other safeguards in 


this section. This provision shall not apply in instances 
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when an individual requests that data about himself be 
transferred to another system or organization. 

(2) An organization maintaining an automated personal 
data system shall identify one person immediately 
responsible for the system and make any other organizational 


arrangerments that are: necessary to assure continuing 


attention to compliance with the safeguards that apply to 


it. | 

(3) An organization maintaining an automated personal 
data system shall take affirmative action to inforsz each of 
its employees having any responsibility or function in the 
design, development, operation, or maintenance of the systen 
or the use of any data contained therein about these 
safeguards and any rules and procedures progaulgated by. such 
organization to assure compliance with thea. 

(4) Wo organization may take any disciplinary or other 
punitive action against any individual who brings to the 
attention of appropriate authorities, the press, or any 
meaber of the public evidence of noncompliance with these 
safeguards. A governmental organization in this state 
maintaining automated personal data systems shall provide a 
system of penalties for any employee who initiates or 
otherwise contributes to such disciplinary action. 

(5) An organization maintaining an automated personal 


data systerw shall take reasonable precautions to protect 
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data in the system from any anticipated threats or hazards 
to the security of the system or from any release, transfer, 
access, or use by an individual other than an individual 
specifically authorized by the person amaintaining the 
systen.. 

(6) A governmental organization in this state 
maintaining an automated personal data system may make no 
transfer of individually identifiable personal data to 
another system without the informed consent of the subject 
individual, unless the organization to which such data is 
transferred first provides written assurance that on or 
before the date of the transfer safeguards will exist for 
the system at least equivalent to those specified in this 
section. This provision shall not apply in instances where 
an individual requests that data about himself be 
transferred to another systerm or organization. 

(7) An organization maintaining an automated personal 
data system for adsinistrative purposes shall maintain a 
complete and accurate record of every access to and use made 
of any personal data in the systes, including the identity 
of all persons and organizations to which access has been 
given. This requirement shall not apply to routine or 
ordinary system housekeeping entries, such as routine access 
to payroll records to pay the organization's employees or 


such as updating of files, undertaken in the course of 
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normal maintenance by system personnel provided that no 
access that has a significant effect on privacy, such as 
granting personal data to someone the individual to whom the 
data relates would not expect to receive it, may be 
considered routine or housekeeping for this purpose. Such. 
records shall be maintained for a period of 5 years frops 
each entry. . 

(8) An organization gaintaining an automated personal 
data system for administrative purposes shall maintain data 
in the system with such accuracy, completeness, timeliness, 
and pertinence as is necessary to assure accuracy and 
fairness in any determination relating to an individual's 
qualifications, character, rights, opportunities, or 
benefits that may be made on the basis of such data. . 

(9) An organization maintaining an automated personal 
data system that is used in any way for adainistrative 
purposes shall eliminate data from computer-—accessible files 
when the data no longer serves the purpose for which it was 
gathered because of the passage of time. 

(10) An organization maintaining an automated personal 
data system that is used for statistical-reporting and 
research purposes shall have the capacity to make sufficient 
data readily available along with sufficient information to 
permit reconstruction of the conditions and suppositions 


under which the data was collected necessary to allow an 
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independent analysis. 

(11) An organization maintaining an automated personal 
data system for administrative purposes that publicly 
disseminates statistical reports or research findings based 


on personal data drawn fron the system or from 


administrative systems of other organizations shall sake 


such data publicly available for independent analysis on 
reasonable terms and shall take reasonable precautions to 
assure that no data made available for independent analysis 
will be used in a way that might reasonably be expected to 
prejudice judgments about any individual data subject's 
character, qualifications, tights, opportunities, Or 
benefits. 

(12) A governaental organization in this state 
maintaining an automated personal data system shall give 
notice of the existence of its system once each calendar 
year, commencing with the calendar year 1978.. The notice 
shall be published in the Montana administrative register 
and filed with the director of the department of business 
regulation and shall be a permanent public record. The 
director of the department may establish regulations 
prescribing the form and content of such notice to implement 
this section. A person maintaining more than one systen 
shall file the annual notices of each of the _ systens 


Simultaneously, and such notices may be combined when 
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appropriate. A person proposing to establish a new system or 
to alter the nature and purpose of an existing systern shall 
file a notice with the director 90 days prior to 
establishing or altering the nature and purpose of a syste. 
The notice shall specify each of the following: 

(a) the name of the systen; 

(b) the nature and purpose or purposes of the system; 

(c) the functional categories and number of persons on 
whom data is maintained or is to be maintained; 

(d) the functional categories of data saintained or to 
be maintained, indicating which categories are stored or are 
to be stored in computer—accessible files; | 

{e) the organization's policies and practices 
regarding data storage, duration of retention of data, and 
disposal thereof; 

(f) - the categories of data sources; 

(g) all types of use made or to be made of data, 
indicating those involving computer-—accessible files and 
including all classes of users and the organizational 
relationships among then; 

(h) in relation to an automated personal data syster 
used for administrative purposes, the procedures whereby an 
individual can: 

(i) be informed if he is the subject of data in the 


systenrn; 
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(ii) gain access to such data; and 

(iii) contest its accuracy, coapleteness, pertinence, 
and the necessity for retaining it; 

(i) in relation to an automated personal data systea 
used for statistical reporting and research, the procedures 
whereby an individual, group, or organization can gain 
access to data used for this purpose for independent 
analysis; 

(j) in relation to an automated personal data systen 
used for statistical reporting and research, the systen's 
provisions for data confidentiality and the legal basis for 
such provisions; 

(k) the title, name, and address of the person 

immediately responsible for the systea. 
Any other organization may file such notice with the 
director of the department of business regulation. Notice 
from any organization must be available to any individual to 
whom the personal data relates upon request. 

(13) A governmental organization in this state 
maintaining an automated personal data system shall inform 
an individual asked to supply personal data for the systen: 

{a) whether he is legally required or may refuse to 
supply the data requested; 

(b) of any consequence actually known to the person 


asking for such data which may arise from his permission or 
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refusal to supply the data requested; and 

(c) of the uses to which such data will be put which 
are actually known to the person who is asking for such . 
data. 

All other organizations shall nake such. information 
available upon request. 

(14) An organization maintaining an automated personal 
data system for ada#inistrative purposes shall inform an 
individual, upon his request and upon satisfactory proof of 
his identity, whether he is the subject of data in the 
system and, if so, make such data fully available to the 
individual, upon his request, in a fora comprehensible to 
him; provided, however, that any information about such 
individual received froa a third person before the 
{effective date of this act], on the condition that such 
information would remain confidential, need not be disclosed 
in the absence of a court order requiring such disclosure. . 

(15) A governmental organization in this state 
maintaining an automated personal data system may not sake 
use of individually identifiable personal data that is not 
within the purposes of the system as stated in the notice 
required by subsection (12), or if information has been 
provided to an individual pursuant to subsection (12), 
within the purposes of the system as so stated. This 


provision shall not apply if the prior informed consent of 
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the individual has been explicitly obtained. No person may 
be held liable for a violation of this subsection if he 
shows by a preponderance of the evidence that at the time of 
the alleged violation he maintained reasonable procedures to 
ensure compliance with it. 

(16) An organization maintaining an automated personal 
data system for administrative purposes shall inform an 
individual, upon his request and upon satisfactory proof of 
his identity, about the uses made of data about hina, 
including the identity of all persons and organizations 
involved and their relationships with the systen. 

(17) An organization may not make data from an 
automated personal data system available in response to a 
demand for data made by means of compulsory legal process 
unless it has first notified the individual to whom the data 
pertains of the demand and has made the data being sought 
fully available to such individual. 


(18) An organization maintaining an automated personal 


data systern for adpinistrative purposes shall develop and 


maintain procedures that: 

{a) allow an individual who is the subject of data in 
the systen to contest its accuracy, coaspleteness, 
pertinence, and the necessity for retaining it; 

(b) permit data to be corrected or amended when the 


individual to whom it pertains so requests; and 
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(c) assure, when there is disagreement with the 
individual about’ whether a correction or amendment should be 
made, that the individual may file with the person 
maintaining the system a brief statement setting forth his 
views on the dispute. The person saintaining the system may 
limit the statement to 100 words if the statement is stored 
in computer—accessible form or to one page if it is stored 
manually, provided in either case that the person provide 
the individual with assistance in writing a clear and 
accurate summary of the dispute. Such statement shall be 
included in any. subsequent disclosure or disserination of 
the disputed data. . 

(19) An organization aay obtain a waiver or exemption 
of any portion or all of any one or more of these safeguard 
requirements from the department of business regulation 
pursuant to the procedures promulgated for this purpose by 
the department, upon a showing of a clearly paramount and 
strongly justified societal interest in such waiver or 
exemption. The decision of the department on any such 
application shall be an adjudicatory decision under the 
terms of the Montana Administrative Procedure Act. The full 
text of any such waiver or exemption granted under this 
subsection shall be published by the department of business 
regulation in the Sontana Administrative Code. Nothing 


contained in this section shall apply to law enforcement 
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officers or agencies. 

Section 4. Prohibited disclosure. (1). It is unlawful 
for an officer, employee, or agent of an organization 
maintaining an automated personal data system or a person 
who has received information from such a system to disclose 
any personal data received from such a systea that can be 
identifiable with or traceable to specific individuals 
without proper authority or without the informed consent of 
the subject individual except: 

(a) disclosures made in the ordinary course of the 
business or activity contemplated for the system as set 
forth in the organization's public notice; 

(b) disclosures made with the inforsed consent of the 
subject individual; and 

(c) by order of or response to a_ subpoena of a 
district court. 

(2) A person in charge of or privy to information 
contained in any sach system used exclusively for 
statistical reporting or research may not be compelled to 
disclose any such data in any criminal or civil proceedings 
in any court of law of this state. Adequate precautions 
shall be taken to insure that any data released in 
statistical form by any such system will not reasonably 
result in the identification of individual data subjects in 


violation of this provision. 
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Section 5. Social security wunmber. (1) It is unlawful 
for any person to require, by means of withholding or 
threatening to withhold the enjoyment of any right or 
benefit, the disclosure of an individual's social security 
number issued by the social security administration of the 
United States or any other label that is functionally 
Similar to a standard universal identifier; provided, 
however, this provision does not apply to: 

{a) employers or their agents in connection with the 
administration of the federal Social Security Act or other 
appropriate payroll or employment function; . 

(b) federal agencies and federal agents acting under 
lawful federal authority; 

(c) the department of revenue when such use is 
connected with its function of collecting taxes; 

(a) the department of social and rehabilitation 
services when such use is limited to the administration of 
its welfare and related services and the collection of child 
support payments; and 

(e) any person granted specific authority to use such 
number or label by the legislature or by the department of 
business regulation when the legislature is. not in session 
subject to ratification in the next session of the 
legislature. 


(2) It is also unlawful for any person to use such a 
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number or label for promotional or commercial purposes. 

Section 6., Penalty. Any act or omission made unlawful 
under this act, if knowingly committed or omitted, is 
punishable by a fine of not sore than $500 or ismprisonszent 
for not more than 6 months, or both. 

Section 7. Civil action. (1) A person whose privacy 
has been invaded because of an unlawful act or omission in 
violation of any of the provisions of [this act] may file a 
civil suit in a district court of proper jurisdiction 
against any person who has committed any such violation, 
including any governmental unit or agency thereof, and upon 
proper proof shall be entitled to: 

(a) an injunction or other appropriate order enjoining 
or restraining any violation of [this act] or requiring 
compliance herewith; 

(b) - an appropriate order requiring the offending 
person to delete from his file or files any information 
gathered in violation of {this act]; 

(c) actual damages but not less than liquidated 
damages computed at the rate of $100 for each knowing 
violation for each offender; provided, however, if an action 
is brought against both an organization and its employees or 
agents, the injured party is not entitled to duplicative 
recovery. This provision does not apply to ate act or 


ommission which would not be unlawful if consent were given 
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by a proper person provided the accused person acts under a 
reasonably formed, although mistaken, impression that such 
consent was given. 

(d) punitive or exemplary damages as set forth in 
17—208;3 

(e) a reasonable attorney's fee and other litigation 
costs reasonably incurred. 

(2) It is not necessary prerequisite to an action 
pursuant to this section that the injured party has suffered 
or been threatened with actual damages. 

Section 8. . Severability. If a part of this act is 
invalid, all valid parts that are severable from the invalid 
part remain in effect. If a part of this act is invalid in 
one or more of its applications, the part remains in effect 
in all valid applications that are severable from the 
invalid applications. 


—End— 
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